(2] AZURE CNI OPTIONS (@:==

OVERLAY vs NODE SUBNET vs POD SUBNET [
Choose the rigkt ne.twork_ir}i model for AKS
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Networking affects [ hld ¥
@ scalabilitgﬂ, security, 0 e

IP management, OVERLAY NODE SUBNET | | POD SUBNET

performance and cost. (Azure CNI Overlay) (Azure CNI) ' (Azure CNI
| with Pod Subnet)

B2 AKS offers 3 main
~ Azure CNI models.
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Each fits different | |

architectures and

use cases.
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" Choose based on VNET SUBNET VNET SUBNET (PODS)
o |\ (Nopes) /| (SHARED) Y
7 connectivity and | ~—
| ' NODE SUBNET /

IP constraints. (NODES)

e W
Pods get IPs from | | Pods get IPs from | | Pods get IPs from

a logical werlaﬂf the same subnet a dedicated pod

private pod CIDR, - as nodes; subnet; nodes use |
nodes get VNet kﬂﬂty flat model. a separate node
subnet IPs. L subnet.
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J KEY TAKEAWAY ( }
No sinsle. option is best for all.
Understand trade-offs and pick what

fits uour workload and network design.
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(/2] AKS NETWORKING BASICS (@~
Building Blocks & IP Flow e

vighneshnaik6

\'J"

-@){ AKS NETWORKING | TWORK & TP FLOW_ ] -
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7N, VNET " VNET

| ( Isolated virtual network 10.0.0.0/16
in Azure for your AKS . I SN
cluster. ;
SUBNETS " 3 SUBNET (NODES)
IP ranges carved out of B8  10.0.1.0/24
the VNet for nodes and —— — .
other resources. !'

s 3

NODES NODE-2

VMs in the node subnet 10.0.1.5
that run your pods. L :
3
o1 AR, R DA e e R

Workloads (containers)
with their own IPs.

CNI PLUGIN |
Manages IP allocation &

PODS (ON NODE-2) |
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10.244.1.2 10.244.1.3
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networking for nodes = -I; :!-
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SERVICES SERVICE
T~ Stable virtual IPs that S5 10.0.1.100
i expose applications. o ¥ (ClusterIP) 4

Zﬂ SIMPLE TERMS

The CNI plugin gives IPs to nodes (from the node subnet)
and pods (from pod CIDR range), sets up networking,

and makes sure everything can communicate se.curelg.
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%) OPTION 1: OVERLAY (@

Azure CNI Overlay e v
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r@ HOW IT WORKS & C) VNet 10.0.0.0/16
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" Pods get IPs from a (

%
S

| j,' logical overlay /
private pod CIDR.
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@ Node Subnet 10.0.1.0/24
Node 1 Node 2

)

| |
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| 10.0.14 10.0.4.5 |
W Only nodes get } :_:_ | j

> IP addresses from ; A :

| |

'.k J

Outbound traffic
is SNATed to
node IP (10.0.1.x)

the VNet subnet.

Traffic between pods

stays in the overlay Jp——
network.

€Y Outbound traffic
from pndﬁ is SNATed
to the node IP.

:| Sirnpli‘F ies IP

10.244.1.10 10.244.1.11

Overlay Network / Private Pod CIDR
10.244.0.0/16

L “ enables la.rge. scale. g b\"‘—_—__"‘: “““ ,_:__“‘J__)

2
& Pods get IPs from a logical overlay / private pod CIDR @ Outbound traffic is SNATed to the node IP

& Only nodes use real IPs from the VNet subnet @ VNet IPs are conserved for nodes only
L—O Pod-to-pod traffic stays inside the overlay network
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E PROS { @} CONS { EBESTFITFOR S
[
@ Conserves VNet IP space €@ No direct external access ¥ Limited VNet IP space
@ Easy scaling to thousands | to pod IPs | % L uck
of pods €) Must use Service or | A (cbvers
@ Good for IP-constrained ingress for access % Most pud communication
environments X Pl““{ CIDR overlap stays internal
i ol e carefully J % iy

9%  Keep It Simple. Design for Scale. Secure by Design. Cost Optimized. sk
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’@‘ HOW IT WORKS
7% Pods get IPs from

&P the same subnet
as nodes.

=

Flat networking
(no separate

pod subnet).

<1 Direct routing

W% within the VNet.

Each node reserves

pod capacity in
this subnet.

OPTION 2: NODE SUBNET

Azure CNI - Legacy Flat Model

vighnesh-
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10.0.1.4 10.0.1.5
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e

{ VNet b
10.0.0.0/16
r o ~
Shared Subnet
10.0.1.0/24
L Used by Nm:lles and Pods P
g% | et g Aot it daliber o '
¥ v W v v ¥
Node 1  Node 2 Pod A Pod B Pod C Pod D
10.00140 100111 106142 100.1.015

-

2

Y BEST FIT FOR {
e Existing legacy AKS clusters

)

o Compatibility-driven environments

o Teams already operating this model

(DR YK

(V] Simple concept.

flat network.

.

(V] Direct pod reachability in

(V) Familiar model for many teams.

- > CONS ¢
/\ Consumes more VNet IPs.

/\ Harder IP management.
/\ Subnet exhaustion risk.
K& Treated as legacy for new designs.

~
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@ HOW IT WORKS |

g Pods get IPs from
a dedicated
pod subnet.
71 Nodes use a
Y separate node
subnet.

Flat ne.'twnrkins —~

no overla.gs.

Direct routing
within the VNet.

J

BEST FIT FOR |

En‘terprise or
reaula:l‘.ed

environments.

Advanced network

Palicies.

Direct pud
raa.chahilitg needs.

S‘Ernna sapa.mﬁun
between nodes

and pods.
Y,

Nodes get IPs from

node subnet

10.0.1.0/24
|

vighnesh-

notes

[ linkedin.com/in/
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(52)  OPTION 3: POD SUBNET (@:="

AzureCNde:h Poc:l Subnet

@ vighneshnaik.com

VNet
10.0.0.0/16
" ke o
NODE SUBNET POD SUBNET
10.0.1.0/24 10.0.2.0/22

Pods get real VNet IPs
from Pnd subnet
10.0.2.0/22

Kubernetes Service
(Load Balancer / Internal LB)

N

@ PROS

@ Direct pod connectivity.
(V] Separate pod policy control.
k\e Strnng network isul.a.tian.j

@ CONS

& Uses more IPs than overlay.

@ More address planning.

h\o Can be more complex.
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/. ) RECOMMENDED OPTION {

—

Choose Pod Subnet (Azure CNI with Pod Subnet)
when your workloads need direct reachabilitg,

strong isolation, and flat netwarking.

* Keep It Simple. De.sign for Scale. Secure by Desi.sn. Cost Optimized. *



8] COMPARISON AT A GLANCE (@~

Overlay vs Pod Subnet vs Node Subnet  |@mwwincmer -
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r £ POD SUBNET {
OVERLAY NODE SUBNET
ASPECT (Azure CNI Ovarlag) (Azure CNI with (ADzure. CNI) !
Pod Subnet)
;’f Y Pod IP Private pod CIDR Dedicated Shared
:x.. '} source (ave.rlag / tunneled) pod subnet node subnet
Network Overlay Flat network Flat network
type (tunneled) (L3 ruutmg) (LE'.gacg)
No Yes Yes
(Not reachable (Reachable directly (Direct flat
clire.c‘l:lg) via pod subnat) mnnectivitg)
Low MedLum to ngl‘l Hishest
(Uses only node (Consumes IPs for (Each node IP is also
subnet IPs) all pods) a pod IP)
Very good High Legacy
(Scales to very (Scales well with (Limited by node
large clusters) enough IPs) subnet IPs)
Medium Medium Low
(Ovar{ag setup (Subnet & routing (Simple. but legacy
& trnuble.shuu’cing) ma.na.gewm.nt) model )
Good Ver d Good
. y goo 00
(SE::}‘::ZB[&H (Native rcnu.ting) (Native ruuting)
Modern clusters needing Clusters neé;{i% : Legacy workloads
IP conservation & direct pod reachability & flat network
L high scale with subnet separation requirements
N
: J KEY TAKEAWAY {

x o Overlag is best for IP conservation and massive scale.
o Pod Subnet is best for direct pod c.annectwttg with

clear subnet separation.

(- e Node Subnet is mmnlg for lega.c.ﬂ scenarios.

o
* KE.E.P It Simple. Design for Scale. Secure by Design. Cost Optimized. *




(2] BEST PRACTICES & (@:=~
CONSIDERATIONS |5

Make Jche. nght CNI c.hmce Butld d: right. Kee.p d‘. SlmP[ef VIHNESIIANS

Q) ¥ sesT PRACTICES @ THINGS T CONSIDER {~

l Plan IP address IP availability

space ea.rlg. in your region & quotas.

— —— —— — — — ——— S R S (S ——— I e e m— S S

Test in Network policies
non-producﬁon. and organizational rules.
Monitor subnet NSGs & UDRs
utilization. meact traffic flow.
T | P e
workload needs. Y ﬁ . J ;

Private Endpoints).

R R e e ——————————pS e S e e — —— — — — — — | — — — — — — — — — —— — — ——p—— —

Document m“ﬁnﬁ Compliance & security

and connectivity. requirements.

\
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Future scale & growth

“ N ¢ expectations. |
EMIGRATlON NOTES§ ) ./
® Moving between models usually = ) TIR T

requires new clusters or node pools. ol

____________________________ " foe Right CNI choice

® Validate DNS, ingress, egress, - = pallan chuse each
and cannec.ﬁvlfg. s > ) J A
____________________________ time and complexity
@ Plan rollback. l
% | g tomorrow!
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QUICK DECISION GUIDE (€@
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Choose the right AKS networking model e

CHOOSE CHOOSE ||  CHOOSE

OVERLAY IF... NODE SUBNET IF..| | POD SUBNET IF...
@ VNet IP space is limited @ you must support @ you need direct
isting | habilit
@ most Eod traffic ::t’::: o | by |
stays internal R ' @ want strict separation
0 cnmpa.ttbill’cg requires bt pnds ol hadse
@ direct external pod the shared-subnet
IP access is not needed model @ have enough IP |

@ you understand the address Space

@ you want simple.

higher IP consumption | | @ ,ced stronger

& NOT the default " subnet-level policy

recommended option control

A J % 7% J

S .

IP management
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* £ Understand Plan Choose Right

3
|
Match the model to your IP strateqgy i
and conned:wd:g needs. J
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* Keep It Slmple Design for Scale. Secure by Design. Cost Optimized.



