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DevOps Engineer — Visual Notes

Part 1: Exam Roadmap & Study Map
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WHAT IS AZ-4007

solutions.

It's intended for DevOps engineers who

The AZ-4%00 exam validates your ability to
design and implement Microsoft DevOps

Collaborate between
development and

operations
ﬁ Drive continuous
U improvement

ROLE EXPECTATIONS

@& vighneshnaik.com

linkedin.com/in/
vighneshnaiké

o

Build reliable,

resilient systems

Ensure security
and compliance

D

Stay consistent, practice hands-on, and think like a DevOps engineer.
Build. Test. Learn. Repeat.

combine people, process, and technology 7 Ty T T [ (TP Provide observability
to deliver value continuously. foster and safer DI:I and actionable
insights
e A
- 5T \
AT-A-GLANCE EXAM FACTS SKILLS OUTLINE & WEIGHTS THE DEVOPS LOOP
Exam Code: AZ-400 o iﬁﬁ;ﬁ PLAN CODE
10-15% =
@ Passing Score: 700 o e / \ /v @ \
10-15%
nlII Level: Intermediate/Advanced €) Buid and reease | | MONITOR BUILD
® Common Question Formats: <[> F;Pi';; @- LEARN % ‘
Multi ;
gu tiple :hmm, Case study, o Security and m
rag-and-drop (and more) p \ J
E-HH'IF ance
@ Duration: 120 minutes H=tis (_/ ( \)

3 o Instrumentation

Languages: English, Japanese, strategy

Chinese, Korean, French, German, 5-10% PEPLOY ﬁ Vet
Spanish RELEASE

_.J \ J .
3 ( s
[YJ How TO USE THIS SERIES @ YOUR STUDY STRATEGY | [-()" THE DEVOPS MINDSET

v ;l'his s::ies Ibreuks d:“m the AZ-400 ;," il "x\ (v] EE‘:IT gj Eﬁi T;J:fy o ) Automate everything possible.
S SOy By ",.*9 ! @ Practice YAML, Github Actions and B Gy dien

' Each page focuses on the key % H ‘:f:m :'::mf' R Sk
topics, :ﬂ:ih. and exam tips ?ﬁ_ - -"J.. _‘9 o e:w.::m s E:\::m E :h:f:: g ) Measure what matters.
o at i ;g i Kisoke ol (Biceo/ Tuvraformn), seciots .

/" Pipelines is the largest exam area -_\1 s % o and configuration management. O Make sral, oversible e
(~50-55%), so it's split across i ‘; S:( e Don't skip monitoring, traceability Q{) Collaborate and communicate
two pages (4 & 5). e and feedback loops. continuously.

J e .

[1] WHAT’ B —————— >
Pﬂgc 2 i Page 3 i r_e Page 4 _9__ P_ﬁgl!'. 5 Page 6 T Page 7
°%2 L% L9438 L% % L%&

PROCESSES & SOURCE PIPELINES PIPELINES SECURITY & INSTRUMENTATION &

COMMUNICATIONS CONTROL FOUNDATIONS DELIVERY & laC COMPLIANCE OBSERVABILITY
10-15% o-185% ) | Gioads L e ! 10-15% | 5-10% |

o You've got this! (@




AZ.. L'.OO DevOps Engineer — Visual Notes
Part 2: Processes & Communications

Build. Test. Learn. Repeat.

Stnr consistent, practice hands-on, and think like a DevOps engineer.

’ | vighnesh-notes
o WHY THIS DOMAIN MATTERS - COVERS = LG e
Great DevOps starts with clear communication, [ Planning and tracking work - — ——
% visible work, and traceable flow. & Collaboration and communication A ! ’ CORE MINDSET
V/ Well-defined processes and tn-ul.; align teams, [ Traceability across the delivery lifecycle Make work visible.
im w‘f‘“' and create m:nhhh::t:‘l' [ Documentation and knowledge sharing Keep teams aligned.
domain ensures EVEryone ows a E Mﬂtl"i-t-'l. repe +ing, and i rations
J build, why, and how it's progressing. i nteg y Measure flow.
e = Continuously communicate.
% SN i ot D w n
prove together.
PR, PO TRAEAC WS € coLLABORATION - %
10-15% 3 =
GitHub Issues GitHub Discussions e END-TO-END TRACEABILITY
* Copture ideas, tasks, bugs, and epics Discuss ideas, Q&A, Link everything to see the full picture.
® LUse labels, milestones, assignees, and NSk pe Enicn. Fuab
templtes =] Pln e €
mmE| GitHub Projects . :‘:“‘ Request Conversations + : :
[P | ¢ Visuslice work on boards or tables ine comments, ¢/>| Code Commits, Branches, :
* Aut te with %l and tom felds reviews, approvals 3 Pull Requests :
Azure Boards @ . o i, :
5 & Work items: Epic, Feature, User Story, Notifications Build E:'Ph"‘i'!:.hm‘ :
Bug, Task ] . . Stay informed with mentions, + . = !
* Backlogs, sprints, sprint planning subscriptions, and alerts & Test t::;""'ﬁi:;“ !
B0 Backlogs & Boards e + ' :
n- ® Prigritize work in product backlog @ ;:1: rnti-unT :? Release E:ﬂl::m:mm;eipmmh. JI
® Track progrezs on Kanban or Scrum boards L::ﬂ P ""'Ir :
. . : ink repos, get PR/bui Actual chan '
Queries & Dashboards ‘Reations | C : b Producti - e i
Q;, * Build queries (WIGL, flters) to find work :::;z*::kﬂ;‘”'“' o :u;:;t;m.
R # Dashboards for team and portfollo wisibility Fsh L ) Traceability + Visibility + Accountability |
s — P - III.-—
€ DOCUMENTATION & KNOWLEDGE SHARING gll METRICS THAT MATTER @ INTEGRATIONS & AUTOMATION
Wikis = Relenze Motes Lead T Tinie Fivn wark b Webhooks
m Centralize how—tes, architecture, = Smmri:‘-nhtdmmd. @ e troation to delivery &) Send real-time events to external systems
runbooks, and team knowledge why, and impact @ Cycle Time  Time from stast of ek S:Ervii:l H:.mh .
Markdcran APT Docurnentation to complation Q Tnggllr actions on events (builds, PRs,
M4 ?—%T%m {}| :;:umnt.ﬂﬁldm‘ly ?‘P‘I‘f"ﬁ"‘* hm:w% wiork ihawma)
Githhub, DevOpa) consumers g requency deploy Lo production o Teams & ChatOps
Mermaid Diagrams I:I'Fqn.ﬁ.F‘I F qugs.r x % of deplogments that % Automate workflows, notify, ond act from chat
I G\g,G Create flowcharts, sequence g‘f’,‘. Standardize and share @ ::::r s couse o failare Ermail Notiflcatio
lagrams, orchitacture hraaks mail Netifications
a = i [?j mﬂ"a“ Time to restors service after B Keap stakeholders informed
T R e s e e e e Ry e e i e S % {MTTE) & Blhare
I |@| Autogenerate docs frem code commants and OpenAPl specs : ey - Jira F SarviceMow
1 = to keep documentalion accurate and up to dake. |J b""‘b“"‘t b RewnEL e L Intagrate ITSM & ALM processes
T = oo o o L Reporting Aty imgrosgment A TS )
© Exam TIPS / COMMON BEST-ANSWER PATTERNS
Focus on ﬂ\: outcome. Favor built-in platform aibomate whal Lot Integrations that connect planning —
O 'C-lmn epeena m '%"D% capabilities over custom n"ﬁ and nuhﬁ-:.:tmn: E:} code — build — test —
::srm' “Hml.m:?' cligemant, solutions. tast = releass = bast!
Pick the MOST comprehensive Security + compliance: Lock for answers that Communicate early and
answer {end-to-end visibility, Use role-based access, reduce manual work and often —make information
automation, neporting). audit trails, approvals. improve collaboration. easy to find.
e e (Rl W & s e TS @
Y. _— contin A T early an e
REMEMBER Everything links. ﬂn[] T Juk vt Keep it current. Save time. empower teams. -

%
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SOURCE CONTROL (10-15%)

Design and implement a source control
strategy that supports collaboration,
quality, and secure delivery.
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o BRANCHING STRATEGIES

O vighneshnaik.com

PULL REQUEST PROTECTION

DevOps Engineer — Visual Notes
Part 3: Source Control Stmtegg_

WHAT YOU'LL DO
Use Git effectively
Protect code and branches

Organize repos and scale
for teams

Recover from issues

Keep history clean and safe

REPOSITORY MANAGEMENT

COLLABORATION PATTERNS AND CLEAN COMMIT HABITS

GOOD COMMIT MESSAGE

-
p L““‘H"l‘o:::‘: (main ] [release/10) [hothix/101] S, Rewired roiewers  PROTECTED MAN 28 hoss “
[ \ Ensure code is reviewed. Least privilege access.
Short-lived branches, | * ) E
‘"‘4‘_“"“ -, i F @ Status checks 1 O Tags
e : 7 d All checks must pass. t ":': L"‘F"* tant points — [tests
° :T:jnchﬂ 6—0—0‘ {EB‘ Build validation { 'E;"' _“F;"“. il — [docs
=spislhoriuchi o [ |featurelogin CF build must succeed. | :::t“:dw:h i E::“* — I o
small & often. j ; | Bames 1 | 8 ge and publish
b_o_o Branch policies ! g ::q;r;rm::i i: deliverables. — finfra
® Release branches ' Enforce rules consistently, | S
Stabilize for release, ; ' E!_f'i - 1 @ Access control
bug fixes only. Branch protection rules T ¢y Teams, roles, scopes. =) README.md
Lock down important branches.
® Hotfix branches PR Repo organization =) uicense
Urgent fixes from main, ® Restrict direct pushes _T ot shratbaie:
merge back quickly, Dt im Changes only via pull requests. L~ O README, templates, | [2) CONTRIBUTING =
i W :
J devs g\ _J
a g = ™\
@ LARGE REPOS AND FILES © GIT RECOVERY ESSENTIALS @ SECRET INCIDENTS
3 Git LFS LARGE FILES WITH revert  Create a new commit that ,
: Store I-Il.l'-gl files outside G‘IT LFS undoes ‘:I'l-ﬂ.l'lgii. EMPLE RECWER Remm EIPDSEd dﬂtﬂ
Git history, : : A LOST COMMIT from history
restore Discard local changes in i BFG o Bllurr
5 ait-fat (legacy) _| St working directory. 8 ¢ o
3=] Older tool for large file g )2(
management. o A i % reset Move HEAD (carefully?). Rotate credentials
Scalar Git Repo 11' i s l p Invalidate and regenerate
m (Microsoft. $al) (pointer) reflog  Recover lost commits by immediately,
Optimize large repos viewing HEAD history. reﬂug
for better perfo ; Prevent recurrence
performance :herrg P":k Apply a specific commit l @ Sm: + polic "1+ t:;nin
MﬂI'I.DT'EF‘EI w5 ﬂ.j.lt.i-rﬂpg LF'S S.tnrg onto current branch. PD H 9
Monorepo Multi-repo (actual file) rebase  Reapply commits on top of restore C g s TOUS =i = —5 ]
v Simpified commits | | v Clear ownership another base. l ]| }I
7 Ew_ F{inamenk Sraiy merge Combine histories, keep ]l :_ : 1|
it Dt both paths. A=B=C—=D | Gitleaks  TruffleHog GitHub Secret |
¥ Slower at scale - % Cross-repo changes I Scanning J
., == F Ny - __ . it 4 -J Il“_ M o e — — — — — — — — — y
= —

Small, focused commits
One change per commit.

Clear commit messages

Explain the what and why.
Pull early, push often

feat: add login validation
Add email format and password
length validation.

Fixes #123

Think about the

%] Deployment

Stay up to date.

Open PRs early
Get feedback fast.

Resolve conflicts early
Communicate and sync.

SLTED S

COMMIT HISTORY (CLEAN 15 BETTER)

—0—0—0—0—0—0—0— ¢

0O-
‘“*—@'0\’ w’&x

| Compliance

)

b

M Team size & experience

B4 Need for traceability
(M Release cadence

[ Repo size & complexity

© ExAM TIPS / CHOOSE-THE-BEST-BRANCH-STRATEGY

: QUICK GUIDE
scenario: R}
{ C% Small team, high velocity Trunk-based
frequency ] ot?a Medium team, features in flight | Feature branches
r_%p Stable releases required Ralsase branches

é Urgent production fix Hotfix branches
e & Multiple products, big team Multi-repo
%l% Shared platform, many teams Monorepo

Protect main

Branch policies,
no direct pushes.

C O Review changes

@ Use PRs, reviewers,

and status checks.

~ BEST PRACTICES (RECAP)

&

Keep history clean

Small commits, clear
messages, no secrets.

&

and structure.

Scale repos wisely |
nght strategy, tools, ,

rotate

Rotate leaked secrets
Remove from history,

revent repeat.
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A

from code to value.

Increase quality, speed,
and repeatability,

Enable collaboration and
feedback loops.

Key to DevOps culture

&R

WEIGHTING REMINDER
50-55%

* HIGHEST WEIGHT

Automate delivery end-to-end

and continuous improvement.

Build & Release Pipelines

-
€) WHY PIPELINES MATTER

G I

(2

SOURCE BUILD

Code commit Compile
or PR & restore
dependencies

i . .

CI/CD FLOW OVERVIEW

TEST

Automated Create Release to
tests & artifacts or environments
quality gates packages safely

PACKAGE

-9~ L-9-&

E_@_ Automate everything you can + Secure by design * Measure what matters
I Make changes small & reversible » Collaborate & communicate continuously

DevOps Engineer — Visual Notes
Part 4: Build & Release Pipelines — Foundations

DEPLOY

L

(47,

vighnesh-
notes

& vighneshnaik.com

[ linkedin.com/in/
vighneshnaiké
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SAMPLE PIPELINE (CONCEPTUAL)

o] trigger: push
© stages:
: = build
= test
— - package

I

= depluy-dw

000000

= deploy-prod

Tip: Keep pipelines fast,
reliable, and easy
to understand!

-
-

|

|

I

I

1

|

1

!

—_— —

WHEN EACH IS USED

GitHub Actions

* Code hosted on GitHub

+ Simple to medium pipelines
+ Strong ecosystem of actions
= GitHub-first workflows

Azure Pipelines

* Code in Azure Repos,
GitHub, or other Git

+ Complex/enterprise scenarios

* Deep Azure integrations

* Advanced approvals &
compliance needs

[ = __ ll
L - S —e
[e YAML FOUNDATIONS ~ @ Trasers @ GITHUB ACTIONS vs AZURE PIPELINES
T 5 {push, PR, schedule, ete.) - \
Erigpars _ @ Stages WHAT THEY ARE . ( COMMON SIMILARITIES
hra_rrches. Group of jobs with a goal 1 R e e S
include: & Jobs @
- main 2 CI/CD service deeply YAML-driven pipelines
paraliel or sequential
stages: &) ?: Sttt = “ O integrated with ;
= 5t.9¢: Huild ﬂr:f:d o #F d“hm Gi.tHuh- @ S‘JF'Pwt fﬂf" b‘“lds.
3‘“?:; Buildlob & Tasks GitHub P
steps: Prebuilt or custom operations Actions (¥ Artifacts & packages
- task: UseDotNet@2 ﬁ Templates | .
inputs: Reusable YAML snippets (/] Secrets management
packageType: sdk P Sar ¢ .
version: '8.x’ ° lnﬂ;:;n:dlu:: at queue time FUCTDRNNY sl @ Environments & approvals
- script: dotnet build @ Voriables | end-to-end CI/CD
- stage: Test ...,;L:" :“d in the pipeline L across any platform, @ Extensible with tasks/
d'ﬂ;tnd';m o ﬁ Variable Groups AZHFE actions
jobs: ) T
- job: TestJeb sckap - Sk s in o by Pipelines (¥} Concurrency & caching
st,ep;: ﬁ Cmdlhﬂﬂ-& ; I:dpﬂhiliﬁﬁ
- script: dotnet test Run steps/jobs when expressions are true
displayName: Run tests 9 Dependencies
. Control order & access outputs b
— — — i — e
€ RUNNERS AND AGENTS PACKAGES AND ARTIFACTS
MICROSOFT-HOSTED SELF-HOSTED ' WHERE TO STORE 1 FEEDS & VIEWS

&

» Managed by Microsoft
» Always up to date
#Eﬁy&fﬂﬂtuuu

* Public network

f‘l’u-um'ln_qzﬁmintdn
v Custom tools & configs
¢ Private network access
* Scale as you need

GitHub Packages
Registry for containers,
NuGet, npm, Maven,

« Good for mosk scenarios * More responsibility Helm, and more.
- — KEY CONSIDERATIONS —— - Azure Artifacts
Feeds for NuGet,
@ @ £ $ @ Maven, Python, npm,
Networking Security Maintenance Cost Availability Universal, and more.
& secrets & patching & scale & reilability

- (public vs private)

TESTING INSIDE PIPELINES
Unit Tests

S

QUALITY GATE EXAMPLE

PIPELINE HEALTH
Flaky Tests

&

& Fast feedback on code ﬁ Stabilize Lests, quarantine, QUICKE WINS |
(c&, xUnit, NUnit, pytest) and track failures. |
Integration Tests Caching * Cache restore |
Validate components werking =9 @ Cathe dependencies & tools e
together / to speed up builds. « Run tests in

Q Ul / End-to-End Tests @ Performance parallel
Validate uier journoyi 35% Profile & optimize slow sbeps,

(eg., Playwright, Cypress, Selenium) paraliolize where posible + Use shallow
»n  Load Tests + Min coverge 2 80% G} Reliability el

’?f'ﬂ Validate performance & scale " Tests transient faslures, » Publish only
':::;t kB, JMeter, Ature Lead Testing) + 0 eritical vulnerabilities E id::'npaunt steps hab's peeded

B= Coverage = All tests passed Eﬁ] s

Measure tast coverage Keep logs, artifacts, and + Clean up
(eq., Coverlet, JaColo) * Mo high severity issues | releases for the right time artifacts

@ Quality Gates CB Optimization

: P Limit parallel runs, cancel
Fail the pipeline if thresholds
S SOy ol early, Fix fast. Ship with confidence. SpST rn
Optimization
@ Right-sice ogents, reuce

— P a—— work, avoid redsiog work. - ;

Stay consistent, practice hands-on, and think like a DevOps engineer. Ckufiy smart. Practice hands-on.

Build. Test. Automate. Repeat. You've got this! @ You've got the skills — go own it! "?

Y

%

() Private & public feeds

@ Upstream sources (proxy

Nulet.org, PyPl.org, etc.)

Views for curated subsets
(Release, Preview, Internal)

ARTIFACT VERSIONING

lenemastability + clear

namang = braceability
& rollbacks

VERSIONING BEST PRACTICES

SemVer
(1.2.3)

®

CalVer
(2025.05.12)

€) EXAM CLUES & COMMON SCENARIOS

SPEED UP Pipelane

)
gﬁ right agent, aveid
I-Iﬂl'll!fl'mfﬂ' I.Hp‘.

SECURE Pipeline

RELIABLE Pipeline

Use caching, parallel jobs,
Use secrot/variable groups,
limit privilege, secure taks,

Handle Flaky tests, retries,
timeouts, idempobent tatks.

- ™\
SCENARIO EXAMPLES

(¥ Design a pipeline for
multi-stage deployment
with approvals.

(¥] Choose between
GitHub Actions and
Azure Pipelines.

E C&nﬁgurt variable

REDUCE COSTS groups and secrets
Use self-hosted runners, securely.
right agent size, retention 'y
policies. E’ Improve pipeline
performance and
@ TRACEABILITY reliability.
Use versioned artifacts,
releases, metadata, [ﬁ Implement testing and
logging. quality gates. )
Read the scenario — Identify goals & constraints

Apply best proctices — Choose the best option

w

You've got this!

(0w
-
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DevOps Engineer — Visual Notes
Part 5: Pipelines Delivery, Deployment & IaC

ﬁ DOMAIN 3 (Part 2): Build and Release Pipelines

i
vighnesh-
notes
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J
" = B o
€) ENVIRONMENTS, APPROVALS, CHECKS, GATES | (@) DEPLOYMENT STRATEGIES & TECHNIQUES
& DEPLOYMENT H
OY T RISTORY __  Blue-Green '&/—\4 Rolling Updates
Environment Flow . = Swap traffic between Update instances in batches
= prod (blue) & green u to keep service available.
{f} HI q H Emirﬂnm“t
I [
Dev Task Staging Prod ﬁ Canary Deployment Slﬂt_s /
Release to a small subset | [ [ Swaps (App Service)
— M n,f USEFS 'ﬁl'Et. il DEPI{'T t-ﬂ Elﬂt, tﬂﬁt, ﬂ'I'EH
% Approvals el Checks Gates swap with production.
* Manual approvals v—| * Pre-deployment checks * Quality gates
+ Required reviewers » Query & REST checks » Azure Monitor Ring / Progressive F El
* Email & Teams » Business hours checks alerts | E.J(FDSMI"E aaturg Fags
notifications « Invoke Azure Function » Work item state EHPﬂ.ﬂd release across Tﬂﬂ-glg features on/off
S rings (internal — without new deployment.
external).
Deployment History —  A/B Testing Hotfix & Rollback
L * View audit trail, logs, artifacts, approvals & changes . Bl Route troffic to A or B Quick fix via hotfix branch
» Roll back to a Pfl!'l'iﬂLI.!. Sumt relﬁdu . vemi.nns ﬂl"ld. mmparg_ ar rﬂ“- hﬁh to lﬂt Eﬂﬂd
| release.
¥ Y i,-" e —— 7 — m—— m—
9 DEPENDENCIES & RELEASE ORCHESTRATION | o INFRASTRUCTURE AS CODE (IaC) e CONFIGURATION & SECRET
1 HANDLING IN DELIVERY
i Orchestration Patterns | ARM Templates g;"::;'":fmntr" co Variable G
APP | — I3 Native Az 5 onfiguration ariable Groups
+ Single pipeline with stages | {Jﬂﬂw;] Furr;ﬁs. Automate 05 :::mfigurntiun : @ ::entmli:e unriuhle-l.; &Isecrel:s
App + Database « Multi-pipeline with resource | | (DSC) for consistency. N
[v—] Coordination dependencies . ;
:_ Deploy app and DB | Bicep (Preferred) A Mochias Key Vault In!:egmtmn
o - * Release gates to control flow Declarative lanquage Confiaurati Store secrets in Azure Key Vault
g tog e | for simpl bl Ui i and reference in pipelines
safely. + Artifacts, variables & A;:"E{ FUSETE T Manage VMs/VMSS images e
v—| Dependency Order output variables for | and O settings at scale. |!!‘ Library & Template
::: Deploy in correct coordination _ Variables
sequence (DB — API — T ~i‘ Terraform ﬂ? Azure Deployment Share configuration values
Web / Clients). 5 (Open Source) Environments across pipelines.
approvols for critical Multi-cloud TaC tool
i - depiduivcies j & Model and manage target .
4 I\ ?_erfr[}uwnhme Thlnk_lng Works with Azure. o e g :': Parameterization
Design releases to avoid . —0—  Use parameters in templates
downtime & data loss. || Treet infrastructure Bke code: version, review, test & deploy automatically. for environment-specific values.
jEp— e - e arsa e anria e . I_-- - — — S— ._I { —
@ SAFE RELEASE PRACTICES 'o MAINTENANCE & CONTINUQUS IMPROVEMENT ‘ e EXAM TIPS / BEST-ANSWER PATTERNS
. S Always Read the Scenarie Carefull
Small Batches Classic to YAML Migration i Y
0 * 3 | : ;
I'g% Release gradually to reduce risk. €% | Move from Classic pipelines to YAML for flexibility Q Kuntify the ool (speacty saietyycost, complianosl:
and version control, & Think Azure-Native First
= Automated Validation Prefer .qurclﬂ'uvﬂ'ps, Azure Services &
E Run automated tests, scans, | % ;::"PI““: RE":E W managed options.
Iinting. adl e il templates :umpanulnt templates to avo Securit:.r B
copy-paste & ensure consistency. Use least privilege, approvals, checks, and
Past-Deployment Verification bt secret management.
| Hoath checks, synthatic tast @ 2 Eeedion N Choose the Best Fit
;itﬂ:n;cﬂ;;::? e sﬂnf:;dr?"::f j Easks, aning; variabies JIE Consider trade-offs: speed vs risk, cost vs scale.
a Ircr .
i ® YAML > Classic : :
III Observability Hl.:-nks L Cost & Time Optimization Remove incorrect or not-ideal options first.
mﬂ Enable logs, metrics, traces s Use parallel jobs, caching, self-hosted agents, YAML > Classic
from day one. and right=size resources. 1] 1¢/> I Choose YAML pipelines for flexibility,
\ Y e - versioning & CI/CD best practices.
~ QUICK RECAP - DOMAIN 3 (PART 2) R | -
Contrel releases Choose the right Orchestrate 2titl  Use laC for Manage config Validate, monitor Optimize &
with approvals, deployment 'g 0) dependencies {f>| consistent & B secrets {\f”: & learn ﬁ}:} standardize
checks & gates L strategy C safely o repeatable infra securely <L continuously pipelines

Stay consistent, automate everything, and think like a DevOps engineer.

Build. Test. Learn.

Repeat.

You've got this!

)
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DOMAIN 4

Part 6: Security & Compliance

: SECURITY AND COMPLIANCE (10-15%)

DevOps Engineer — Visual Notes

=

"

g e
\ vighnesh-notes
[l - TEE TR f
_.l"lﬂ b e e e w
i

;
€ SECURITY MINDSET

Least privilege
Grant only the access
that's needed.

Secure by design

© QB

i T

@ IDENTITY CHOICES

Azure AD / Microsoft Entra
Central identity & access
management.
2 Managed ldentities
Apps authenticate to Azure

% O

9 GITHUB AND AZURE DEVOPS

AUTHENTICATION

GitHub Apps
Recommended for first-party
integrations.
GITHUB_TOKEN

b

L

E T

Build. Test. Learn.

Stay consistent, practice hands-on,

and think like a DevOps engineer.
Repeat.

Basild Iﬂurity in from withaul ckoring eredentiale Short=lived token for workflow jﬂbﬂ
haetarE NN i s S S o i e e e scoped to permissions.

i System-assigned o —| Personal Access Tokens (PATs)
ifﬁiph ::-T ©a Thed o ome. rsomrss-ucychn. ==J Use sparingly; store securely.
of protaction. - ot o Access Levels

- Reusable across resources. Repa, Org, Enterprise.
Auditability oo Service Principals
=] et o BB s s it T ot
tracesble and reviewable. @ Service Connections least privilege. '
Secure links to external systems.
., AL A\
s X N
@) SECRETS MANAGEMENT @) SECRETLESS CLOUD ACCESS {) SECURE PIPELINES
(‘b Azure Key Vault Workload Identity . Permissions
Store secrets, keys, and ederati e Use least privilege for service
? certificates securely. {@ :L it ILET:L - connections, agents, and tasks.
-S’“I-Ir't Fi[l‘ ﬁ:'- ,:M Afcess "y I,D-g l'ﬂ!ill‘l{
Upload and use encrypted E Mask pecrets and aveid echoing
files in pipelines. @ e [“"_: g (\\ sensitive values,
(RS Varioble Groups a= @ Prevent leakage
Centralize wariables; link GitHub / OIDC. Token yCa— @ Seeure scripts, artifacts, and
to Key Voult for secrets. Azure DevOps  (Short-lived) Resource emvironment variables,
m Secret Masking T OO0  Approvals & gates
. w" Trust relationship via OIDC
Prevent secrets Fro @E Manual for risk ;
ipey 2 m appearing i a ::pﬂ:ru':duﬁn: y changes
re rom &5
® Avoid hard-coded secrets W Ceaped fo.1patihc emsmercet éié :Hpm‘uiu build, release,
MNever commit secrets to code. v Revocable and auditable and appreval roles.
L P P
Il"_ ™ o G T o
@) SECURITY SCANNING @) COMPLIANCE & GOVERNANCE © Exam TIPS
== Dependency scanning REMINDERS
Fird walnerable apen-source dependencies. . i . W Know identity options and when
: now requirements to each,
. e i M (e.g.. GOPR, HIPAA, SOC 2, 1SO). .
W Understand secretless access
Eﬁ.SIT ] @ Apply pnhnli as :_ndl with OIDC,
Statie :nmlrnr nflmm code. “U: Azure Policy, E-rtl-l-l.nh rulesets, " : the right ki
dlhp Container sconning ARG protachan: method (GitHub Apps > PAT:)
Scan container images for vulmerabilities, e : PP ’
R License scanning @ Enn-]uptl RN ey * Secure your pipflim-j.: permissions,
= Detect Leonse ricks and compliance msuti. approvals, masking.
CadeOL Retention & auditing = :
Q Semantic code analysis. (i} Keep logs, artifocts, and audit trais. * ﬁﬂni pa?'pm:. e
Dependabot Acceis reviews Auditability and
@ Automated dependency updates & alerts. l"Q"i R U w m’::l‘t’ .9““““‘“*
@ Defender for Cloud DevOps Security unneeded access.
End-ts-end DevSecOps pasture,
Document & report
0 GitHub Advanced Security Mikelaiin evidence ond
SAST, secret scanning, CodeliL, and more. comgliance documentation,
. AN

0 You've got this! 1“2.-,"
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Stay consistent, practice hands-on, and think like a DevOps engineer.
] ey

™

Q You've aot this! (¢

Part 7: Instrumentation & Observability P
— - vighnesh-
= N ™ notes
€ \WHY OBSERVABILITY @) CORE TELEMETRY TYPES
MATTERS / FEEDBACK LOOP e e
. /9\/" METRICS °* Numeric time-series vighneshnaiké
Q See what's happening OBSERVE * Aggregated over time "'~ /
across your systems e ] III + Counters, gauges, - ~
i_"*"i] rates @ AZURE OBSERVABILITY TOOLS
& Detect issues early .
f’-“ Azure Monitor
L i i i &) Central platform for metrics, logs,
Sy nders impact + Discrete events alerts, dashboards, and werkbooks
V' et nsonia @ FEEDBACK =] Y . Rch, Rexible data  og Analytics |
LOOP =S + Great for troubleshooting ﬂﬂm Collect, store, query logs with KQL |
; p Improve performance ACT UNDERSTAND and audit Powerful analytics at scale
“V  and reliability \ | / @ Application Insights |
b - e ALy Application performance monitoring
ﬁ D’I"E"l"ﬁ m'l'lﬁﬂl.l.ﬁus @ DISTRIBUTED L Fﬂl[ﬂh‘ req_ulats = Tl'ﬂ.'l.'-El. :'Iql.l-lit!. h.il“ul* S |
K im t across services @ VM Insights
provemen DECIDE TRACES : L ; o Health and performance of VMs
pans, Ye 95} Process, dependencies, updates
* End-to-end visibility H pen‘ o
o0n Container Insights
..ﬁ_ g J mmﬂ Kubernetes and container monitoring
- " ~ - Performance, logs, health
- Storage & Network Insights
@) GiTHUB INSIGHTS & PIPELINE MONITORING | | ) INFRASTRUCTURE SIGNALS T Stumge mtres nd capacty
L Network performance, flow, latency y
F ¥ 5 ::} CPU  + Utilization % 2 o4
o GitHub Insights Pipeline Mnnitnring ‘ : * Ready time e APPLICATION SIGNALS
« DORA metrics MEMORY -« U‘l-ili.zntim % REQUESTS + Request rate
(eployent: fres, — —r - + Available memory . ":mughput
; ; =% LATENCY * Response time
Laadicim; IWWTFS Shangé ful i) | DISK IOPS / Throughput @ « Pereentiles (P50/P95,/P99)
insi e mk: E-EI HILARS O At FAILURES  * Error rate
* Code health, PR insights o Duration: siicsess fabe: T . « Free space & + Exception count |
» Team performance » Timeline, logs, artifacts NETWORK  InfOut throughput Cé DEPENDENCIES * ?E.ﬁnw health L
* Exter Service ca
* Alerts on failures or delays | g?ﬁ * Latency / Packet loss @ TRAFEIC o Uars f Sasalons
" s A = + Geographic / Devices
i = I/" SETURATION + resource pressure ﬁ_ ERRORS » Exceptions, stack traces
Q » Email, Teams, Webhooks  Thresholds, conditions 0l « Throttling, limits + Error trends
Escalation paths, en-call * Queues & backlogs ﬁ SATURATION  * Concurrency, thread pool
S 2\ / o * Connection pool, queues
~ = T o ——— o (O  USER BEHAVIOR * Page views, clicks, funnels
0 DISTRIBUTED TRACING 9 KQL BASICS (LOG ANALYTICS) L &  User flows, engagement
& CORRELATION ' vl )
) o Pl ALERTS, DASHBOARDS, WORKBOOKS
O Web Order Payment i g & ACTIONABLE FEEDBACK LOOPS
— e =2 . ; | where success == false 55
D Service Service Service " i } i — -
Client h, 'y J | where timestamp 'IEU'{ } | Q Alerts « Metric or [°g alert rules
‘ O I * Thresholds, dynamic baselines
/f Summarize : : :
I;er::.::f | ol SGREC b MelTcats I | * Action groups, notifications ]
g !/ hggregate over time D ; t; : - s i
* Each request has a trace ID | summarize avg(duration) by bin(timestamp, 5m) nn-ﬂ AsNDOATdS » Real-time overview of key signals
o - L g # Share & pin what matters
« Spans show timing and dependencies o i
Correlate logs, metrics, and traces ' ® k » Interactive visual reports 1
+ Identify bottlenecks and failures Z UI][I = E| Wrkbadks # Drill down with KQL
FILTER SUMMARIZE ~ AGGREGATE  TIME ANALYSIS e e
where, has, count, sum, by, bin(}, agel}, bin(), "'—— ——— *
[ Result: Faster root cause, better reliability J stratswith  avg, min, max  distinct count  make-series T Investigate —+ Resolve — Learn — Improve '
L gL Q Tip: Start with filter = summarize = visualize 3 mﬂﬁPthTEr:;:ﬂh!xﬂhgiﬂ ﬂ t:E::tt dashboards, Q |
2 % )
() HOW DEPLOYMENTS CONNECT TO TELEMETRY (D EXAM TIPS (DOMAIN 5: INSTRUMENTATION STRATEGY)
‘@ @ I:I @ Know core telemetry types and what they're best for i REMEMBER i
57 DI:I € Understand Azure Monitor and related insight tools ' @
DEPLOYMENT FEATURE TELEMETRY INSIGHTS @ Recognize key infrastructure and application signals Good observability
(Release / CD) IN PRODUCTION COLLECTED & FEEDBACK i i : turns data into
A A I . (V] I‘f.n?w hr:w tracing and cnrrelntmr.l- speed up truuhl.ﬂhunltlng insight, insight
e mr&:i:ﬁ 12::!-:25 |md2ni|:.:1m _______ s ﬂ Write simple KQL: filter, summarize, aggregate, time bins into action, and
By ploym 9 € FKnow how alerts, dashboards, and workbooks are used action into
[e Close the loop for continuous improvement ]_j @ Understand feedback loops and continuous improvement | reliability. J




