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ﬁ Study Roadmap & Exam Overview

0 ABOUT THE CERTIFICATION

\ / Design solutions on Microsoft Azure

across |dent|ty, infrastructure,

business continuity, governance,
monitoring, and cost optimization.

- - - - - - .

il - - ..

8&% Role focus is architecting secure,
scalable, resilient solutions.

~

data,

9 CERTIFICATION PATH
—g Required exam: AZ-305

gf Prerequisite: Azure Administrator

Associate

- e e S e S S S S S O o S e S S S e . . . e e

€) SKILLS MEASURED (WEIGHTING)

Design identity, governance,

EE Understand architecture
principles

@f) and monitoring solutions 25-30% |
___________________ B TP R T . N R T
. Practice Azure design
@ Desuqn data storage 20-25Y 9 @ trade-offs
solutions RS b AU ARV ol M § S R
__________________ e Q Build architecture
C/\D Design business 2 e r&kb : :
e continuity solutions 15-20% i N Yot e ,S_C_E?Tis_a_ﬂf _G_hi‘q'fTs‘_ SN
SN AN = Take the practice
fﬂ. Design infrastructure 30-35% o V= assessment and review
LJ  solutions S weak areas
\ J
i ™ 3

© ARCHITECT MINDSET

_— e o o

9 ©

O ExAM DETAILS
@ Passing score: 700 /1000

- e e e O O O G . .

@ Quﬂiﬁﬂn format: Scenario-based

1

Secure Scalable ' Resilient Cost- | Operationally | | ¥~ " """ Quegiss L
by design : optimized :  observable (Q 8z, Best architecture
L ; choice
. Cfr\M 4 Twer
. I i
ET e s i ' :
8 - B} R Sa e @ o

Build solutions that are secure, scalable, and future-ready.

[ Plan. Design. Validate. Optimize.

Think Azure. =

Think architecture. 74 o ]
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@7 1, Design Identity,
Governance & Monitoring

Solutions (25-30%)

vighnesh-
notes
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vighneshnaiké

P ™

R

r 2
o IDENTITY & ACCESS ARCHITECTURE
Microsoft Entra ID is the identity

foundation.

directories.

access management.

—_— s — = = e e e S T S S e S e e S I s S S

App registrations (service principals)

for applications.

i — — e m— — o — — —

running in Azure.

RBAC for resource-level
authorization.

-— . e e e

security controls.

- s O S R S R S S O E S e —

and elevation.

LT e e e —

everywhere.

o O N EEN EE R R S Emm mmm O OEmR R e e S G e e

Tenants, subscriptions, and

— o s e S s S S SIS N BEE O T O O O e e e

Users, Groups & Roles for

Managed Identities for apps

Conditional Access to enforce
PIM for just-in-time access

Apply least privilege access

- . T A S s

— e e e

—

_— e e = e o = =

—

@) GOVERNANCE & ORGANIZATION

Management Groups to organize
and govern at scale.

- S e e S e S S e S e S D e S S I I O S T O S .

Subscriptions for billing, access
isolation, and limits.

Resource Groups to logically
group resources.

e o e e e e o e e e e e e mm Emw e o mmm mmm e mmm e e e e e e e o m— m

Tags to classify, track costs,
and enforce policies.

I O I I I A I I A T I S I O e T T e I T T e e T e . aa

Azure Policy to enforce standards
and ensure compliance.

L T T R T —

Blueprints & Initiatives to deploy

governed environments.

Landing Zones for secure, scalable,
and repeatable foundations.

- I I I - - O O - - - - - . . -

Cost Management to control
spend and optimize value.

.

re MONITORING & OPERATIONS

Azure Monitor for platform |
|

@ metrics and logs. |

~ Application Insights for
application
performance monitoring.

- e o mm

Log Analytics for centralized I
log collection and queries. !
|

. S

Alerts to detect and

respond to issues.

Dashboards for real-time

visibility.

—

Workbooks for rich

visual analysis.

— o o e e e e o o e

Advisor to get best
practice recommendations.

-— . e S e S O S

Define operational
baselines and runbooks.

A

(@ KEY TAKEAWAY

# Architect for governance from day one.
# Centralize monitoring for visibility and action.

©}

# Design identity & security

controls early.

—-— o s s

PRIVACY, SECURITY & COMPLIANCE

Microsoft Defender for Cloud

for threat protection.

Azure Key Vault for secrets,
keys, and certificates.

Encryption for data in transit
and at rest.

- O O W O S O T S S e

Data residency & sovereignty
considerations.

Regulatory alignment (IS0, SOC,
NIST, GDPR, etc.).

Follow secure design
principles by default.

+

-~

Plan. Design. Validate. Optimize.

Build solutions that are secure, scalable, and future-ready.

Think architecture. 4
Think Azure.

k-_'b..
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Storage SOI,UtIOHS 20-25%) (D oo
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notes
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o RELATIONAL & TRANSACTIONAL DATA

Fully managed Paa$S

Near 100% compatibility

FL-:H -:unfrul & flexibility
You manage 0S & SQL

PaaS with HA & scale
Open-source MySQL

Open-source PostgreSQL

Single DB or elastic pools

O N S O O O S S S S S S I S I S S I S S I T I e S S S O O S e S S

Lift-and-shift & migration

- O . O N S S O S T S S S S S S _— - = . - . O . . S

- O O R T . S SN S G A T S S T I S O G T .

m Azure Database for
] PostgreSQL

~

e NOSQL & GLOBALLY DISTRIBUTED DATA

- R . R B BN S O . O B S O O O O S T e e e e e e e e e e e e e e =

A T A I I O S O O O e e S e e S cE e aaes

O S . O . S . I T S e S T S S S S G S S S B N SN TENr N NN BN SN EEE N EN N EEN e

J’g High-throughput design

Globally distributed,

multi-model database

Strong, Bounded Staleness,
Session, Consistent Prefix,
Eventual

Partition key drives scale
& RU/s distribution

Design for scale,
low latency, and SLA

\ Azure Database for 4
MySQL PaaS with HA & scale | Z )
E i Choose Paa$S vs laaS: 1:
| \ PaaS = speed, less ops, managed. :
I I ' |
| . laaS = control, custom, special needs. |
L e el e
© & h
€) BLOB, FILES & DATA LAKE @) SECURITY, NETWORKING & RESILIENCE
Foundation for blobs, Encrypt in transit (TLS)
‘ Storage accounts files, queues, tables ﬂ Encryption a“dr};i rest (SSE)
Heilramantl . AT K a™ o e T |:'- ] ;{- B :L,.: '{E -f -------
= \ Blob storage tiers Cool Einfr.;quenf} Customer-managed keys (CMK) k:; mzfu;:mf r
b 0T T, 1 [ | [f | |, NSO S TV e WJn R e g e W ST
Archive (long-term) Private Endpoints,
_______________________________________ o ) Private connectivit
Azure Files Managed fie shares COh Suiepoly | oy Engrata (et
_______________________________________ o : Time-bound, scoped
Eﬂ Azure Data Lake Big data analytics Shared Access Signatures (SAS) secure access
oy g e ey i gk i) L Protect and recover
LRS 7RS ﬂi B&Ekup.'i & pnmt-m-tlme restore our dita
@ Redundancy choices o TR f| (- SRR T S i, W A I
BTN e W A . . I T B s O o T CWSS"FEH[.U'H DR
O Lifecycle management Mutomate tiering degicaion 5 g panng) and high availability
L and retention J\ i
3
© ANALYTICS & INTEGRATION i
Azure Synapse Analytics | Azure Data Factory :){—o Azure Event Hubs | @ Storage choices H
Unified analytics : Orchestrate ETL / ! Real-time ingestion | Match storage type ﬂ -'
g to workload
warehouse : ELT workflows : at massive scale | @ (performance
at scale : | j cﬁst access}*
bh._ ¥
e
KEY TAKEAWAY: Choose the right data storage for the right workload.
Optimize for access pattern, scale, latency, durability, and governance.
Yo
.¢.

=
ety YR o - B= ¥ Cr\_)
umm_) 4 caee®’ o & --- t & .

Plan. Design. Validate.

Optimize.

Build solutions that are secure, scalable, and future-ready.

Think Azure. =

Think architecture. A J
J
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3. Design Business

ontinuity Solutions
i (15~ 20%)

I#———-\_
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notes
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o HIGH AVAILABILITY DESIGN

g ——

Availability Zones
[solate failures within
a region.

. Availability Sets
i Distribute VMs across
j fault domains & update

domains.

— o o e mm Emm e e e e e

VM Scale Sets

Auto-scale & auto-heal
unhealthy instances.

Know your SLA
e.g., 99.9%
(zones), 99.95%

(zone-redundant
services).

- S N S G I I . O A G S I I I G I S I e

Regional Services

domains to

9 BACKUP & RESTORE

o

Azure Backup

running in Azure.

management.

Backup Policies
Define frequency,

Protect workloads

Recovery Services Vault
Centralized backup

=

retention, and
retention tier.

SQL Backup
Use LTR for

long-term
retention.

File Share Backup
Protect Azure Files

using Backup.

[‘n Restore Testing
. N ) Regularly test

restores to

e e e

Azure Site Recovery
Replicate VMs to a paired

Cross-Region Design
Replicate to a different
Azure region.

RTO & RPO
Define Recovery Time

Objective and Recovery

Point Objective.

Trigger planned
or unplanned

P
Y,
failover.

‘ﬁ Failback

Return to
primary region
when ready.

Paired Regions
Use Azure paired
regions for
resilience,

© BCDR PLANNING

Business Impact Analysis

Identify critical workloads
and dependencies.

Documentation
Maintain DR runbooks,
architecture diagrams,
and contacts.

o T S, e S

- o o EEm o o T EE O S Ew

Drills & Exercises
Conduct regular

DR drills and
tabletop exercises.

Operational
Readiness
Monitor, alert, and
continuously improve.

— —

——

S . . . .

Both regions
serve traffic.

Active-Passive
Standby takes

over on failure.

- e e e e e e

Load Balancing
£\ Distribute traffic
7 - across instances

or regi' ons.

Data Replication

Sync or async
replicnﬁan based
on requirEmEnts.

for storage.

Breakers

Maintain core

outages.

Handle transient
failures gracefully.

o mm mmm wmw mm wm mmm mmm o o o o o o owm w

Graceful Degradation

TR avoid ensure reliability.
. I t d R - R W e T S WS s S S S W, T T %
geo-redundant services ;::E,:: : Follow 3-2-1 rule: 3 copies, 2 media, :
where available. [ 1 offsite (or geo-redundant). |
€) DISASTER RECOVERY @) RESILIENCY PATTERNS
Failover Active-Active Geo-Redundancy

Use GRS/RA-GRS

— e e E E e e mm m— m w

Queues & Buffers

Decouple services
and absorb spikes.

Retries & Circuit

functionality during

— =

9

* KEY TAKEAWAY ~

Plan for failure.

Automate recovery
where possible.
Test regularly.

Validate. Optimize.

Build solutions that are secure, scalable, and future-ready.

[ Plan. Design.

Think architecture.
Think Azure.
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o E vighnesh-
. Design Infrastructure Solutions |(@r=i:
(o] ° (4] vighmla-shnaik_.mm
(30-35%) — Compute & App Architecture | aierena
L vighneshnaiké g
r N 4 )
€ COMPUTE CHOICES @ APPLICATION ARCHITECTURE
, , Full control over 0S Design for stateless by
Virtual Machines a: y :::ﬁ;r:;i:\ @ T g?:eﬁs & default: persist state
------------------------- O | T | in durable services
Auto-scale VMs based O Decompose for agility,
on demand QOO | Microservices independent deployment,
"""""""""""" and fault isolati
Paa$S for web.apps, LB e - ""‘[":‘*;mi‘%i'?'fﬂ"!' =
APTs, and mobile backends (%) gve:}t-draven Ush eveits e dicaypl
"""""""""""" esign +
Serverless, event-driven | | --- - oo ___ ?_ oo ——__)_lesponsive systems
code execution % Cachi (E'sz Azure Cache for
--------------------- aching edis to improve
Serverless containers | | T = ek BE " fﬂ_"fi_"'_ﬂla_ﬂf{ __________
______________________________ W 'ff"thP‘f‘ scaling ;"6"“ , , Store session in Redis
**** ¢ | Session Design | or Cosmos DB; avoid
Azure Kubernetes Best for containerized apps | | =~ A e oo ol lin=progss Gessions
Service (AKS) needing more control /J A l o au_t;’i; 'b;;i'u; i
utoscalin :
Q Choose compute based on control, scale, EI[I g mefru:sl', H?Ed“'les‘ o
and operational overhead. Ap=ueaieng
M A r
r '1 i -\1
€ INTEGRATION SERVICES @) SECURITY & PERFORMANCE
Secure, publish, transform, - Use system or user-assigned
D AP Marsgnart | S Bt | | (8] Mol ity | ™
= : Reliable messaging with : ~ Store and rotate secrets
|  Service Bus S8t Al tuf.f,.-f Secrets with Key Vault | cghel

e

* What’s the TCO?
¢ Pay-as-you-go?
* Right-sizing?

deliver?

* How fast can we

* Reusable & modular?

o Will it scale up/out?
¢ Autoscale triggers?

o Global scale?

Resilience
* What happens
when it fails?

* DR & HA strategy?

Event Grid oS entroing | | ) Zone Redundaney | Deple scos sty
G0 o[ B || G| i
G) Moo it | Lorbisoestios || ) [efme | Bk pesy
L J ' compression, and caching

'@ ARCHITECT DECISION LENS

Cost ..-":"’;:/* Agility Scaling @ Observability

* How will we
monitor?

* Logs, metrics,
traces?

-~

KEY TAKEAWAY: Pick the right compute platform, design applications for scale and resilience,

integrate with the right services, and secure & optimize from the start.

Think architecture.
Think Azure.

.8
e
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f@* Network, Mlgratlon & Hybrid
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M

0 NETWORK ARCHITECTURE

P !

(‘_r;b Virtual WAN for global connectivity

. s I S N I A T O W

{~-€> VNet peering for private connectivity

«

- S S e S O S e e S I O I O I A

'o-o! i Subnets for isolation & organization

= S R N B BN BN BN S N E N R Em EEw O mm mm wmm m m wm m

= o S s R S S B BN B T O N B S T N O S EE e o me mm m

e CONNECTIVITY CHOICES
R

Site-to-Site:

datacenters

:
|
:
:
|
|
|
! R _.(.f\) Point-to-Site:
|
|
(f_\-) Site-to-Site
|
:
:

Connect networks/

Connect users securely

L

© HYBRID & EDGE DESIGN

@ Azure Arc

gh

Des:gn for .EﬂHSISfEHE.y, .securlty, sl Gontial

Spoke Spoke : CED User Defined Routes (UDRs) VPN Hybrid connectivity
S S8 b o =k 4k o T - i il il e e b L trade-offs:
Hub-and-Spoke | (:1) Private Endpoints for PaaS access e Performance
i'“""""""'"'""""""' Point-to-Site ' e Cost
: DNS resolution (Private DNS Zones) . (Q) VPN o Reliability
S0 T b Geinbae b PR o ® Security
' B3] Segmentation by environment/tier e Scale
. A J
. Y 3 -.
€) TRAFFIC & DELIVERY @ MIGRATION & MODERNIZATION
. Distribute traffic across : . Assess, plan, and track
@ coadl Baldheer i VMs (L4, high perf.) C(ﬂ?-‘) Azure Migrate E migration to Azure
———————————————————— +———-——-——-——---_- -—--—_-__-—_-—-—---___-—_--—_+—-—---—-—-——---———-—--—-————-
Application i Web traffic (L7) with : E Azure Database Migration
& Gateway ' WAF, routing, SSL offload Database Migration 1~ gorvice, DMS, native tools
___________________ +______,.____,_,._.__,_,___,_, -—---—-—-——---—————--—---.i--—--—-—-—-----___-_____--
i Global anycast entry, E Lift-and-shift, refactor,
((EE) Front Door . CON, W A-:?*F mutingy @ App Modernization ! ireolitBrmayecieatiis
___________________ e et '-------—-----------——--!'-—---——---------------
: . DNS-based global load :; Landing Zone | Define subscriptions, network,
@ Traffic Manager | balancing & ?ailaver v= Planning . identity, policies, and guardrails
Chnnse based on layer (L4/L7), use case, ! Q s e Cf‘i}b S @ i
latency, security, and global reach. J1 | Discover Necas: MiZais Optimizs |
R "\

Manage servers, Kubernetes,
databases, and Spps anywhere

ﬂnnsnstent policies, compliance,
and visibility across clouds
and on- prem

Governance Across
Environments

Mumturmg, ldEﬂtlt}i‘, backup
- security, and automation

across I"I.}I"bl"ld;" edge

Operate Mixed
Estates

7 KEY TAKEAWAY

Design the network

foundation early
(Hub, connectivity,
security, DNS).

| e S | o - - | R v

Align migration and
hybrid choices with

business constraints
(cost, performance,
compliance, skills).

across all environments.

\

2.

Good design today = Reliable, secure,

and scalable solutions tomorrow.

L I
S’

i

Connect. Protect. Deliver. Modernize.

Build strong infrastructure that scales with your business.

Think architecture.
Think Azure.
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r

Keep
|Earning.'

—_—— e e e e S e . ..

Design for high availability, backup,
and disaster recovery.

i Handle growth with elasticity,
 auto-scale, and stateless design.
J=

. SN O O O O . . - . . e e -

 Enforce policies, tagging, naming,

| -
. and compliance.
T e e o T R T L e = =

i Optimize latency, throughput,
' and user experience.

- . I . O O S O O - - - - . - . - - -

i Right-size resources, use Paa$,
. monitor & optimize spend.

’

e Cost
Optimization
\

LI W/

r — = - - )
@ EXAM DOMAINS - SUMMARY @ IMPORTANT COMPARISONS
Domain What to Focus On R tTJH ﬁ:!anier @ % i‘?lfP:EE"“ iﬂ;:""’?’
; ‘, IH P:EI' ) - ’ P‘.ﬂ_ 08
1. Design Identity, * Entra ID, RBAC, Policies, Blueprints U T DB S based routing
Gover nance, and Munituring ’ Mﬂﬂftﬂf, Lﬂg AI'HI}’IEIIIES, Alerts Front Door Trafﬁﬂ Manﬂggr
Global, CDN, @ @ DNS based
(B 2 Dggiﬂﬂ and fmp[gmgnf ; Stamge, SQL’ Cosmos DB’ Cache == - i - _:'1 "_Fc_as_t_llfﬂf _______________ i ﬂ_u,t_“?f_fﬂilTir__ " &
% Data Platform Solutions | Datz protection, migration, SQL Database Managed Instance
Al F_H”}f managed, @ Near 100% compat
3. Desin and roloment | © VNets, DNS, Load Balncing a o OO U o GE S with SQL Server_
I} ; ‘ 5‘;} p o Compute, Storage, Hybrid networking Cosmos DB
nfrastructure Solutions | A DR Automation ii{f{l:{!r;:‘ j{r:;&rrbuted,
4. Desian and Imolement | © APP Service, Functions VM E App Service ! AKS /
@ APPS Sfmﬁﬂns plemen * Containers, API Mangggmgnt F;i- Full control, : @ Paa$S for web i p Hllil!’lp ﬁ;;tsilﬂer
¢ Intagraﬂnn patterns, Web apps Taa$ : A : w Fa!' containers,
r ) (b Backup @ cf"j) Site Recovery
Backs up data, Replicate &
© AZURE ARCHITECT DESIGN LENS || B2 Bk P
' gy O Private Endpoint Service Endpoint
: : Protect identities, data, and workloads. \ : P F :\ P
@ Security | Follow Zero Trust. 0=0 Ve Brvats Lk O =@ oS hackbone J
.

'@ EXAM DAY TIPS
o Read Carefully

Understand the scenario, requirements,

__________ anclC IR el S 10
9 = Identify Constraints o
v - Note the must-haves, cannot-changes,

compliance, and region limits.

Choose Best-Fit Architecture

Pick the Azure service(s) that best meet
functional and non-functional needs.

- O S O O N N N O S ES EE B N S O S O O S G S O S O O .

- O O O O O O s O e e S R - e ey = B O S S G

Think Trade-0ffs

Balance cost, performance, security,

and operability.

YOU'VE GOT THIS!

fi | Think architecture. Think Azure. .k Fd:b

[ Plan. Design. Validate. Optimize.

Build solutions that are secure, scalable, and future-ready.

Think architecture. 74,
Think Azure.




